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The software industry needs a universally acknowledged credential to document that a software professional
has all of the requisite knowledge and skills to produce a secure product. This article describes some of the
existing professional certifications in information assurance and emerging certifications for secure software
assurance.
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Introduction: Reassuring Trust

The person who cuts my hair has a certificate that says she is proficient to do that. The same istrue for the
person who fixes my car and plumbs my pipes. Those formal proofs of competency are very reassuring,
since delicate items like my car, my house, and what is|eft of my hair are very important to me. On the other
hand, it isan amost certain bet that the people who wrote the computer program that | am using cannot
document that they are capable of writing secure code. And it certainly doesn’t do good things for my level
of trust to find out that the software industry doesn’t require any type of formal proof that its workers can
produce a secure product.

When the only problem facing the industry was product quality, it might have been acceptable to let software
people build products without first finding out whether they were competent to do the work. However, we
can't afford to be so accommodating now that the exploitation of a single flaw could conceivably bring down
our entire cyber infrastructure. That leads us to the thesis of this article. Given the critical importance of
software in our society, the profession has to find a standard, commonly accepted way to certify the security
knowledge of its workforce.

Notwithstanding the fact that the ahility to ensure our products at some minimally acceptable level of trust
isimportant to national security, common, industry-wide certification of individual capability would be a
valuable businesstool. It would let organizations know what abilities they were actually hiring. Even better,
it would also let managers manage software work with certainty, since they would know in advance who was
capable of producing secure products and more importantly who was not.

A Common Proof of Security Competency for Software Professionals

The key concepts in this discussion are the terms “ security” and “commonly accepted.” Certification in the
computer industry is avery profitable business. In fact, since the 1980s certificates spanning the al phabet
from “A+" to “Ubuntu Certified Professional” have become something of a cottage industry in the profession
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[Webopedia 2008]. That profit motive probably also explains why over 200 new certificate products were
added to an already overpopulated field in the past ten years [|EEE 20087).
Nonetheless, what we are discussing here is the need for a universally acknowledged credential to document

that a software professional has al of the requisite knowledge and skills to produce a secure product. Right
now, there are vendor or product specific certifications out there that relate to some aspect of securing a

compuiter, such as networks, operating systems, and even applications [MC MCSE 2008°%]. The problem is
that none of the products on the market right now certifies an individual’ s knowledge of secure devel opment,

sustainment, or acquisition practice[MC MCSE 20087].

The idea of an omnibus certificate of security capability is arelatively new concept in the field of software.
However, it is not anew ideain the overall field of information assurance. That is due the fact that, over the
past 30 years, the professional capabilities of professionalsin that field have been underwritten by a number

of established credentials. These certifications document that the holder possesses “a common understanding
of the concepts, principles, and applications of [A."

Information Assurance Professional Certification Examples

The actual certification of competency in information assurance is underwritten by along list of well-
validated and standard certification tests. Vendors on that list include ISC2, ISACA, SANS, CompTIA, and
many others. As examples, some of these certifications are described below.

The Certified Information Systems Security Professional (CISSP)

The CISSP is granted by examination and based on experience requirements [ SC2 2008"]. The exam is
derived from the CISSP Common Body of Knowledge (CBK), which encapsul ates ten domains, or areas of
information assurance knowledge. These ten domains are considered comprehensive for 1A work. The ten

CISSP-CBK domains are [1SC2 2008

Access Control

Application Security

Business Continuity and Disaster Recovery Planning

Cryptography and Cryptanaysis

Policies and Procedures for Information Security and Risk Management
Legal, Regulations, Compliance and Investigations

Operations Security

Physical (Environmental) Security

Principles and Practices of Security Architecture and Design

10. Telecommunications and Network Security

One of the features of the CISSP is the requirement that it be renewed every three years. That renewal

is generally based on the holder’s ability to document 120 Continuing Professional Education (CPE)
credits since the previous renewal. These credits are typically derived from formal continuing education
conferences.
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The Certified Information Systems Auditor (CISA) and the Certified Information
Security Manager (CISM)

These are both certification products of the Information Systems Audit and Control Association (ISACA).
Both of these certifications are based on knowledge captured in afour domain, control objective based model
called COBIT. The four domains of COBIT are [ISACA 2008b™]

1. Domain One: Planning and Organization

2. Domain Two: Acquisition and Implementation
3. Domain Three: Delivery and Support

4. Domain Four: Monitor

Each of the 34 high-level control processes that comprise these domainsisimplemented by anywhere from
3 to 30 specific control objective activities, amounting to 318 total standard activities specified for control of

IT and information assets [I SACA 2008b™].

The CISA isthe more common of these two certificates, since it predates the CISM by 25 years. Since

the focus of both of these certificatesis on explicit and documentable controls rather than best practices

for security, the CISA in particular has more of an accounting and business flavor than the technical and
practitioner feel of the CISSP. Like the CISSP, however, the CISA documents a specific set of skills and
practices oriented toward ensuring the confidentiality, integrity, and availability of information. On the other
hand, the CISM certification is oriented toward the assurance of information itself.

The CISA was introduced in 1978, while the CISM was introduced in 2003 [| SACA 2008a"]. Asthe

name implies, the CISM is designed for managers, designers, and overseers of an organization’s overall
information security program. Thus, the knowledge and competencies certified by the CISM are more
oriented toward the fulfillment of the management responsibilities for information assurance rather than the
technical aspects of the profession.

The SANS Global Information Assurance Certification (GIAC)

Likethe CISSP, GIAC is apractitioner certificate designed to validate real-world skills. Itsintent isto
“provide assurance that a certified individual has practical awareness, knowledge and skillsin key areas of

computer and network and software security” [SANS 2008"].

The GIAC is much more of atechnical credential than the CISSP and the CISA/CISM. Also, the GIAC
specifically documents capabilities for over 20 types of professional areas [SANS 2008"]. So in that respect
the GIAC ismore of a series of potential certifications that an individual can earn rather than a general-
purpose certificate of information security knowledge. This fact should be kept in mind in the discussion in
the next section.

Certifications for the Field of Secure Software Assurance

More recently we have observed an increase in training courses and certifications for secure software
development. It is not surprising that some of the same organizations with certification productsin
information assurance would migrate into the field of software assurance. At present, two certifications are
being developed for two different client bases in the secure software assurance community. Examples of
organizations that are offering software assurance certifications are ISC2 and SANS.
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Certified Secure Software Lifecycle Professional (CSSLP)

The CSSLP parallelsthe CISSPin that it takes a halistic view of the entire process of software development.
Assuch, it isagenera assessment of an individual’s general security competency across the entire software
life cycle. Like the CISSP, the CSSL P assesses breadth of knowledge rather than depth in any particular
area. The CSSLP isbased on a set of general best practices for secure software assurance, which are

organized into seven domains [ISC2 2008"%]. These domains are

1. Secure Software Concepts - security implications across the life cycle

2. Secure Software Requirements — how to elicit security requirements

3. Secure Software Design — how to embed security requirementsin design
4

Secure Software |mplementation/Coding - security functionality testing, secure code development,
attack and exploit mitigation

Secure Software Testing - testing for robustness and security functionality
6. Software Acceptance — getting security into the software acceptance phase

7. Software Deployment, Operations, Maintenance and Disposal — how to securely sustain software
throughout its useful life cycle

Like the CISSP, practitioners will have to prove that they have three or four years of professional experience

in secure software work. The proof of competence will come from a qualifying exam that is administered

similar to that of the CISSP. Thefirst of these is planned for June of 2009 [Schneider 2008"]. In addition,

once the CSSLP has been granted to an individual, the certification must be maintained through continuing

education [1SC2 20087).

Like the CISSP, the CSSLP is an attestation to a broad range of minimum competency in secure software
work, rather than in-depth substantiation of mastery in some particular aspect of that work.

ol

The SANS Secure Coding Assessment

The SANS Secure Coding Assessment, which isa part of the overall SANS Software Security Institute, is
designed to certify that the holder has the requisite set of skillsin secure coding. In this case, the objectiveis
for the holder to achieve GIAC Secure Software Programmer (GSSP) Certification. This is done through an
exam process similar to the ones utilized by SANS in the information assurance aress.

That is, rather than being a general assessment, these exams are tailored to specific applications. In the case
of the basic CSSP, it is possible for holdersto be certified in four specific programming languages. These
are C/C++, JavalJ2EE, Perl/PHP, and .NET/ASP [SANS 2008%]. Like the other certifications, holders of
the GSSP have to recertify, in this case every four years. Current holders have to pass the test that is being

utilized at the time of their recertification [SANS 2008%].

According to SANS, these tailored certifications will help organizations meet four distinct objectives[SANS

2008%]. First, the exam can serve as a yardstick by which an organization can measure the individual
security knowledge of its programmers. That knowledge can then be leveraged into focused training for each
person. Second, the exam will also alow the organization to ensure that any outsourced work is done by
programmers who have arequisite level of security knowledge. Third, it will help an organization structure
its hiring processes to ensure that people who are brought into the organization are competent to start work
on day one, without additional costly training. Finally, it will allow organizations to make more effective and
efficient project assignments by identifying individuals with advanced security skills.
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Given SANS'straditional focus on technology, the desired effect of this certification will be to provide
attestation to the holder’ s ability to find and fix common errors that |ead to security vulnerabilitiesin each
of the languages in which they are certified. That will allow managers to ensure a base level of security
knowledge in each project, and it will also help employers more objectively evaluate potential candidates
for employment. Finally, it should also serve as a comparative basis for those organizations with alarge
proportion of GSSPs on their staff, to prove their worth when competing for business.

Concluding Remarks

The problem of understanding what the huge variety of certificates means represents one of the chief hazards
in using information assurance certification as a proof of capability. Because there are so many certificates
and because they mean different things, it is difficult for the general population to tell what they are getting
when they hire a CISA versus a CISSP, or a Security Plus versus a GIAC. In order to address that exact
guestion, the Office of Cybersecurity and Communications, which is located within the DHS National Cyber
Security Division (NCSD), has released a document entitled the Information Technology (IT) Security
Essential Body of Knowledge (EBK): A Competency and Functional Framework for IT Security Workforce
Development [DHS 2008%]. This document represents a solid first attempt to create a single point of
reference to understand the range of personal certifications. However, the EBK addresses the entire field of
information security, not expressly secure software assurance.

In the same vein, the Department of Defense has issued arevision to DoD 8570.01-M [DoD 2008%].
DoD 8570 specifies the knowledge and certification requirements for the employees of the Department

of Defense. This directive is important because it requires every full- and part-time military service
member, defense contractor, civilian, and foreign employee with privileged access to a DoD system to
obtain acommercial certification credential. In that respect, it isthe first example of an across the board
standardization of competency for security. Because the commercial credential must be certified to SO/
IEC 17024 [ISO/IEC 2003%] in order to be valid, DoD 8570 ensures that employees of the Department of
Defense all fit within acommonly accepted framework for workforce capability. However, like the EBK,
8570 only deals with competencies for the general field of information assurance.

Governmental and industry leaders might want to think about characterizing the global knowledge and skills
necessary to ensure secure software competency, much in the same way that the EBK does for information
security. Given the history of certification, it would be far preferable to have that discussion now rather than
severa years down the road when the secure software certification landscape has become a wilderness.
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